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4 MPLAB X IDE v5.25 - AVR-IOT-Ali : default

File Edit View MNavigate Source Refactor Production Debug Team Tools Window Help

ﬁ ﬁ % E;j cd Eldefﬁult Vl ? % |> 1 ® ‘ @ PC:0x0 |ithswvnzc "ﬁr I::@ EHowan?[

Projects - WSG x | Files | Services | = |[ ] doud configh x|
=+ AVR-TOT-Al [ #ifndef CLOUD CONFIG H
(g8 Header Files Zdefine CLOUD CONFIG H

. MCC Generated Files
i @ application_manager.h

[l // <h¥» Cloud Configuration
@ banner.h
E di o
. cloud fF €s¥ project id
E'"E config ff €i» Google Cloud Platform project id
@ dodk_config.h 'y
e doud_config.h #define CFG_PRODUCT_KEY “allvT=EEAWn~
@ conf_winc.h
@ conf_winc_pins.h
% cryptoaumlib_cznﬁg.hﬁ " // <s» project region
loT_Sensor_Node_config. J// €i» Google Cloud Flatform project region
@ matt_config.h — - -
H- . credentials_storage /f <31d> project_region
- . cryptoauthlib #define CFG_DEVICE_NAME “ACaCT
@ debug_print.h
:l. drivers #define CFG_DEVICE_SECEET “uzbhgqsD8gRFuwX4HnUJ iMShMmsc 1NMVu™
H-[iF] examples
J. include Zdefine CFG_WRITE_DEVICE_SECRET 1
- led.h
ﬁ ”“Tth #define MAX_PRODUCT_EEY_LENGTH 11
g ma #define MAX_DEVICE_NAME_LENGTH 30
@ sensors_handling.h
B . utils #define DEVICE_SECRET_LENGTH 32
- . winc
[ Important Files [ // <8 registry id
[H-[{F Linker Files J/ €1¥ Google Cloud Flatform registry id
[#-[{F Source Files - // <1dr registry_id
#-(§ ubraries Zdefine CFG_MQTT_HOST_SUFFIX ~.ict—as-mgtt.cn—shanghai.aliyuncs. con”
- ﬁ Lnadables

hip Technology Incorporated fRALFT A o
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%3 MPLAB X IDE v5.25 - AVR-IOT-Ali : default — d X

File Edit View Mavigate Source Refactor Production Debug Team Tools Window Help

|Qv | Search (Ctrl+)

P el D [defout

v|"H*.

wo[Elr-e- © -

¥ Howdo P

Projects - WSG | Files x| Services |

-3 AVR-I0T-Ali
HHED PIC-IoT-Ali

AVR-10T-Ali - Dashboard x| CFG_DEVICE_NAME - Naviga...

2% (78 AVR-IOT-Al
b 9 Project Type: Application - Configuration: default
Ea : Device
= G ATmega4308
@ & Chedksum: NA
— ~-EH CRC32: 0xFC3DFaDF
@ | g8 Packs

. @l ATmega_DFF (2.0.12)

[—]'ﬁh Compiler Toolchain

rﬁh ¥C8& (w2, 10) [C:\Program Files (x86)Micrachip'pccd'v 2, 10%bin]
[ﬁa Production Image: Optimization: +space +asm

=[5 Data 5,144 (0x1800) bytes
: 42%

=& Program 49,152 (0xC000) bytes

BE%E

ﬁ PKOB nano: ATML3203071300001904
[=}#lf Debug Resources

‘- Proaram BP Used: 0 Free: 1

<

= cloud_conﬁg.hx] {EE
/ <=» project id ~ :
ff €i¥ Ggogle Cloud Platform project id
- oSS €idP project_id
= #define CFG_PRODUCT_KEY “allvTxKEAWn® =
e
[ /f <s¥ project region
'/ €1i¥ Google Cloud Platform project region
- f/ €id» project_region —]
#define CFG_DEVICE_NAME “ACSC”
L
L4 >
» ¥ CFG_DEVICE_NAME 3 x
‘ Output =
Kits = Projectloading Warning = AVR-TOT-Ali (Build, Load, ...) = PKOBnano =
o
Erasing. ..
The fellowing memory areals) will be programmed:
program memory: start address = Ox0, end address = Ox4fff
configuration memory
W'
Programming complete
'

ated LT -
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& studio.iotaliyun.com/p/a124wLF1K24jXjpW/device/devicemanagement/?spm=a2c9... & ¢ E& (O ® O Le

HEE HFilFEH HEEHK

MICROCHIP
MASTERs 2019

< &

D) &EESloTw

BEEE . BEFES

R1AjbfDhOGRuUAIH9IDGk
Productey: al1vIxKKAWn =5 DeviceSecret: *****% Tox

7=&: AVRIOT
BEYF NXHEE BAERS EEEd

wEER  TopicdlEE  ETHRE SHEE RSREHE

IBITRE SEET I | E=
== SENiE | EE EEHE 0% EELIE
11 33.25 0 (%)
2019/10/02 01:13:53 2019/10/02 01:13:5 2019/10/02 01:13:5

- C20L15 loT45
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MASTERs 2019

NIl

e MQTT BiEE
P4, 264
o ZFuklD (ClientlD)

_A

TCP/IPE
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o
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wRER NPT
R4 + BT RE
+ ClientID

B B 2%

EEIRC: FH P4 ZEREAIClientID
o MQTTZ% /" i | DR A0 & 8 S It [a) K

o 2ZHH 5 ClientIDZ E

o EHIRA 51T E HATECC608ASLH

o
Parsd
| U'i
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b \ ‘ - g
- - WM N a & Gl & dk ‘

MQTTﬁéﬁi—
MOTT ClientIDEJ#% A

cIiendId|{signmethod},{securemode},{timestaD

o IAEE I H

N

o —ANHEKIFGE, By 51

© AR

Z—1E

S (topic)

o (HAZF /M (topic)

Incorporated AL -



1,";’_. -~ ERS AN VB QA - - -mhe AL L 2 —Vt'AAK‘(;

= 0 MQTTZEBF—y -5
i MQTT ClientID -

* ClientID: & PimlD, 28 AH i 2 BIMACHLHE B SNAL

* Signmethod: Z5#HEFRA, FZFrhmacshalfl
hmacsha256

*  Timestamp: TS [a] CFRALNZRD)
e Securemode: 2 (TLSEHIZEM) M3 (TCPHEIEMAI)

cliendId/{signmethod}/{securemode}/{timestaD

R % + %G
+ ClientID
wREE W
R
BEEFIA
Sl B ==

" -

|

© 2019 Microchip Technology Incorporated AT * 'C20L15 loT45



- ot b - VW R - - whe AT L 2 '44‘)\"3;1\ "/l', ~‘ ‘

A

; MQTTﬁéﬁi—
izl MOQTTEFHR L Z

[ [mqtd
No. Time Source Destination Protacol Length Info
6 0.081153 192.168.43.244 106.15.100.2 MQTT 200 Connect Command
8 ©.156484 166.15.160.2 192.168.43.244 MQTT 58 Connect Ack
9 8.159768 192.168.43.244 106.15.100.2 MQTT 164 Subscribe Request (id=1) [/sys/alus7IMdhg4/High LE
11 0.211421 106.15.160.2 192.168.43.244 MQTT 60 Subscribe Ack (id=1)
<
> Frame 6: 200 bytes on wire (1600 bits), 200 bytes captured (1600 bits) on interface @
> Ethernet II, Src: IntelCor_a2:b5:20 (60:f6:77:a2:b5:20), Dst: HuaweiTe_74:14:9c (10:44:00:74:14:9c)
> Internet Protocol Version 4, Src: 192.168.43.244, Dst: 106.15.100.2
> Transmission Control Protocol, Src Port: 50416, Dst Port: 1883, Seq: 1, Ack: 1, Len: 146
v MQ Telemetry Transport Protocol, Connect Command

> Header Flags: 0x10, Message Type: Connect Command
Msg Len: 143
Protocol Name Length: 4
Protocol Name: MQTT
Version: MQTT v3.1.1 (4)
> Connect Flags Oxc2, User Name Flag, Password Flag, QoS Level: At most once delivery (Fire and Forget), Clean Session Flag

Password Leng
Password: 3391BO9CB48FAS6B7F88C5E9E3B687644262B6A04

0o0e 10 44 60 74 14 9¢c 60 f6 77 a2 b5 20 08 00 45 @0 D-t--7- w-- --E-
A010 98 ba 48 7e 40 00 80 06 f7 11 c@ a8 2b f4 6a Bf o e i b
0020 d----[W- P-b-"-P

P030 - -8 - -MQTT -
0040 8.75.1|s
0050 e=3,sign|
0060 macshal,
0070 timestam p

0080 0758441 |

P09 ED&alus7

P0ald 3391B9CB

20bo FB8C5E9E 3

00ce
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WRES - W2

B4+ B
+ ClientID

RE

f B =

. APAREEECientDEH ¢ @)
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* 10T BRI R B

i

MQTT
< B B =

N
Vv

R

PIC/AVR 10T FFEIR
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RAHE

AN\
c
2
|
PIC®/AVR®  device/{devID}events Time
MCU loT FF & #% { } > REZ= >
Payload A
(D]
S
B A AR 5528/ B
RE a
(S

Time
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» FFRRAMHEEHFFRENER (topic)
« R FEM (topic) TRER
RAHE B

F& (topic) device/{devicelD}/events
WA (payload) light, temperature
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© KNEHERBH— TR &
* BRG], R IERFLEON SRR

sys/{devicelD}/events

| 34

o RRVHFEREECR (#)
sys/{devicelD}/events/#
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MASTERs 2019

o B BRI & —— KA £

* [sys/{productID}/${deviceName}/thing/event/
property/post

* [sys/{productID}/${deviceName}/thing/servic
e/property/set

© 2019 Microchip Technolo gy Incor, porated WL -




A A

DI "G e - s e 7 A R R a - e - 2 Sohetn o4 et Lo TS0 4 ala W

© R oy RWaA(TE “ %

![ > ﬁ: A - - 199
° ® \ f? =T 3
MicrocHIP Bﬂ] E%%qu I | _ﬁ: i ii F il H 7?

r
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« JavaScript Object Notation (JSON)Z
H

topic /devices/{device-id}/events
payload Light: lightValue, Temp: tempValue
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* JavaScript Object Notation (JSON)
» BHA—EAME

{ {
“key1”: value, “Light”: lightValue,
“key2”: value “Temp”: tempValue

} }

© B ANTRES

R
Yl
£V
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%1 main.c =
void sendToCloud (void)
{

static char json[70];

int rawTemperature = SENSORS_getTempValue();
int light = SENSORS_getLightValue();

uint8_t ledYellowStatus = LED Yellow_Status();

int len = sprintf(json,
"{\“YellowLedStatus\":%d, \"Light\":%d,\" Temp\":\"%d.%02d\"}",
ledYellowStatus, light, rawTemperature/100,
abs(rawTemperature)%100);

if (len >0) {
CLOUD publishData((uint8 t*)json, len);
}

© 2019 Microchip Technology Incorporated AT C20L15 l0T45
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|'@mqtt_packetljnpulate.c 3

void MQTT_CLIENT publish(uint8 t *data, uintl16 tlen)

{
mqttPublishPacket cloudPublishPacket;

/[ Topic
cloudPublishPacket.topic = (uint8 _t*)mqttTopic;

/[ Payload
cloudPublishPacket.payload = data;
cloudPublishPacket.payloadLength = len;
IF(MQTT_CreatePublishPacket(&cloudPublishPacket) !=true)

{
}

debug_printError("MQTT: Connection lost PUBLISH failed");

" -

C20L15 loT45
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0 &eslory

BEEE . BEFEE
AC5C

=f: AVRIOT

RESE  TopichlE

wBETADIT  EREEEST

Exi AMessagelD

ERMREE v || e

ATE]

2019/10/02 01:23:04.883

2019/10/02 01:23:03.603

2019/10/02 01:23:02.323

2019/10/02 01:23:01.044

2019/10/02 01:22:59.763

© 2019 Microchip Technology Incorporated i i A .

v

SMBEEREEEE

IETHE

EMEE  RSEH

HTEBS | MIERST

= =EiEE

MessagelD

117908432

117908432

117908431]

117908431]

1179084300

Frrh

ProductKey: al1v7xKKAWn S5l

DeviceSecret; ****** I

wrESFT X CFME.F% BEiRs AR

1179084328433415168 =5

Isysial1vTxKKAWN/ACSC/thing/event/property/post

\property/post,QoS=0
BA) 2019/10/02 01:23:04

'property/post,Q05=0

s . TELe {'id""1","version™:"1.0","params":{"YellowLEDStatus™0,"Light"8  _.

PIgR | Text (UTF8) 4 "Temp":"37.56"},"method" "thing.event. property. post"} =
\property/post,Q0S=0
\property/post,QoS=0

>
______ e e e PTO PETTYPOST, Q0S=0
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< C & studio.iotaliyun.com/p/a124wLF1K24jXjpW/device/devicemanagement/?spm=a2c9... & ¢ E& (O ® O P

(&3] FHI0T v HEE HFilFEH HEEHK

=EEE  BEFES

R1AjbfDhOGRuUAIH9IDGk

=aa: AVRIOT Productkey: allv7xKKAWn =5 DeviceSecret: #**5% Hom

REEE TopidlE ETRE SHEE RSER 2 REsF 2 NHEE HOERE SR

IETIRES SR RIS |

il

L
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« HENXKMEIE
o Y FRFZFmMikroBUS™H R 1K

e FEMCCH XL FmikroBusFH R#x !
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JSON——-JavasScript Object Notation
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e loTHEMT I YellowLEDStatusIRZAS

o mUiEE T X YellowLEDStatus{E#EH|loTH
R ELED

PIC-loT

E 7 5
= o e cx
o

llu

EEEFEEEgEE UINCISIO

[ 1C :20286-ATWINC1510
& MAC ID: FBFO05AADOA1 |
D/C: M1833 |

TEMP ECCS0
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+ Ri% “iTH (SUBSCRIBE) ” #&3
- Bk “iTPY (SUBSCRIBE) ” M%&

Subscribe to “devices/{deviD}/config”

MU T R ZES
ARE N
T AR5 2%/

RE

" -
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° T REE

pcoavre  devices/{deviD}/config _._devices/{devID}/config

MCU loT < B <

2N &l RAE
(-

Leverage
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{

o loT77 S BAEE

SRR 0 R A% S

VAR \

B —FEM (topic) IREXEHE

° oY A RIEFERIT DY £

=1
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FARERS
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=

payload

topic

payload devices/{devicelD}/config
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ITIE Tlﬁliﬁ

» Google Cloud Core loTi] & £/

* /devices/{devicelD}/config

 loTH

‘/devices/{devicelD}/ config’f{]iH.

REBWUR AR I 5%

o ;




F’ﬁ?&- g T TR e ST W MR A Akt & a2 RV a"u d YA s " s as ¥

- N s wA(T K"

o @ —/\ e e
MICROCHIP

MASTERs 2019

|mq1:t_packetl=‘n|:|u|ate.c 2

void CLOUD subscribe(void)

{
-/ Payload

cloudSubscribePacket.subscribePayload[topicCount].topic =
"/devices/{devicelD}/config";

I/ Processing packet received over config topic

imqtt_publishReceiveCallBackTable[0].topic =
"/devices/{devicelD}/config";

imqgtt_publishReceiveCallBackTable[0].mqgttHandlePublishDataCallBack

If(MQTT_CreateSubscribePacket(&cloudSubscribePacket) ==

true)
{
debug_printinfo("CLOUD: SUBSCRIBE packet created");
}

© 2019 Microchip Technology Incorporated AT C20L15 l0T45
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3 (Subscribed Toplc)
s W HY 4

(o) 0T v HEs HRr FEREHK

ny

REFERE  TopiddlE EiTNE EUEE ERSEER  BEsF NUHEE HEE

s

en

)
M—

IMEE - enmiss 5 =B G

=3 [ BfE] AE

K3
il
—
3

=im RIS 2019-10-02 01:50:07.894, 8444610A90644C57BEDAOS0A3
"yallowlEDStatus": 1 2019-10-02 01:50:07 FBD208F, downstream - bizType=PROPERTY_SETTING,par
ams={"method":"thing.service.property.set”,”id™:" 1626006
927" #params”:{"YellowLEDStatus":1} Bversion™:"1.0.0"},res
ult=code:Z00,message:success, topic=/sys/al 1v7xKKAWnR/
AC5C/thing/service/property/set,response={"code":20
CI "data":{},"id":"1626006927","message":"success”, "versio
:"1.07}),device={"activeTime":1555509270000,"aliyunCo
mmodl’ty{:ode":“iothub_senior",.“deuiceKey":'qvqu?LSGs
KE1sgXF2er", "deviceSecret™:"***" "gmtCreate":155550910
7000,"gmtModified™:1557496452000,"id":37301001, "iotl
d":"quxqd7LSGsKE1sgXF2er000100°,"name ™" AC5C", "nick
name":"BrianLin®,"productKey":"a11v7xKKAWnR","rbacTen
antld™:"8444610A90644C57BEDB605S0A3FBD208F", "regio
n":"cn-shanghai®,”status™:3, statusLast™:1,"thingType™:"DE
VICE™},scriptData={},useTime=5,rrpc=false,traceld=0bc16
0631 5699520?’8?1 3086d06e7

%
H]mn
I
4
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% main.c =
void receivedFromCloud(uint8 t *topic, uint8 t *payload)

{

char *toggleToken ="\"toggle\":
char *subString;
If ((subString = strstr((char*)payload, toggleToken)))

{

LED holdYellowOn( subString[strlen(toggleToken)] =="1");
}
debug_printer(SEVERITY_NONE, LEVEL _NORMAL, "topic:

%s", topic);
debug_printer(SEVERITY_NONE, LEVEL _NORMAL, "payload:
%s", payload);

© 2019 Microchip Technology Incorporated AT * 'C20L15 loT45
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3
/

¥l COM15 - Tera Term VT — O ot

File Edit Setup Control Window KanjCode Help

0123916E0015DDB3FE NONE NORMAL topic: /sys/allv7xKKAWn/ACS5C/thing/service/pro
perty/set

0123916E0015DDB3FE NONE NORMAL payload: {"method":"thing.service.property.set
",1d":"1626098340" , "params” :{ "YellowLEDStatus™:1}{, "version”:"1.0.0"}
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¢ AC164160 AVR-IoT WGFF KR
e AC164164 PIC-loT WGH Bk

AVR-loT PIC-loT
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* AVR-loT WG Development Board

* PIC-loT WG Development Board
e MCC-AVRIOT-ALI Source Code
e MCC-PICIOT-ALI Source Code
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https://www.microchip.com/DevelopmentTools/ProductDetails/AC164160
https://www.microchip.com/developmenttools/ProductDetails/AC164164
https://github.com/LeoZhang-ATMEL/MCC-AVRIOT-ALI
https://github.com/LeoZhang-ATMEL/MCC-PICIOT-ALI
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